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Abstract

With the development of the modern technologies, the necessity of reassessment of
international law is becoming more evident. For the effective operation of modern
international law, its static norms should be in a position to adequately regulate those

technologies. There are no specialized norms to specifically address technological challenges.

What is the threshold for cyber operations? At what time may a mere normal cyber
operation turn into a coercive act with serious effects? Can cyber operations amount to the
armed attack? Answer to these questions consists of several elements, which are discussed to

shed the light on these issues.

Nowadays it is much simpler by employing cyber force or threat of cyber force. Hence, all
states find it more than necessary to have developed cyber security systems in order to be safe

from any kind of political pressure.

The present dissertation aims to discuss the existing international legal regime applicable
to cyber operations. Despite the absence of specific norms, cyber operations do not remain

outside the international law. In this regard, the focus will be on the relationship between

iii



cyber operations and the Charter of the United Nations, the prohibition of the use of force,
and the principle of non-intervention. Also, the method of evolutionary interpretation of the

treaties will be surveyed.

By illegal cyber operations states often violate the cyber space of other states. Examples of
such interventions are 2007 cyber-attack against Estonia, against Iran's nuclear power plant in
2010 and against the Georgian cyber space during the 2008 Russian-Georgian armed conflict
and in October 2019. With the increase of cyber-attacks, search for mechanism of self-defence
from these attacks becomes essential. To this end, correlation between cyber-attacks and

article 51 of the Charter of the United Nations will be explored.

The existence of physical damage as the effect of cyber operation has great importance. It
is relatively easy to enforce existing norms as damage caused by cyber operation is easily equal
to the damage of armed attack. Identical outcome with significantly less financial loss is
attractive for every aggressor. All this will be possible by choosing right targets for their cyber
operations. That is why powerful states have already defined the list of their critical

infrastructure.

The present dissertation is one of few academic works not only in Georgia, but also
internationally, which seeks to explore new direction currently emerging in international law.
The findings of the paper is of significant practical importance for Georgia, who has already

been the victim of cyberattacks on two occasions.

The research outcomes of this paper is produced by using dogmatic and normative research
methods, which are traditional for jurisprudence, including historic, analytical, systematic,
logical and comparative research methods. Besides, particular importance is assigned to
forecasting method. The paper analyzes official positions of the states and based on
comparative analysis offers new conclusions to the reader. Finally, through the evaluation

method, the validity of the findings in relation to the subject of the research is evaluated.
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2012, 1005-1006.
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1 sfizMogdom ob., Scmitt, M. N., Wired Warfare: Computer Network Attack and Jus in Bello, International

Review of the Red Cross, 84, 2002, 365-399.

12 Legality of the Threat or Use of Nuclear Weapons, IC], Advisory Opinion, 8 July 1996, §78.

3 Cannizzaro, E., (ed.), The Law of Treaties Beyond the Vienna Convention, Oxford University Press, 2011, 125.

Y Dispute Regarding Navigational and Related Rights (Costa Rica v. Nicaragua), IC], Judgment, 13 July 2009, §§

49-52, 66. ob., sbg3q Bjorge, E., The Evolutionary Interpretation of Treaties, Oxford University Press, 2014, 1-22.
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18 North Sea Continental Shelf(Germany v. Denmark and The Netherlands), IC], Judgment of 20 February 1969,
877; Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. US), Merits, ICJ, Judgment of 27
June 1986, § 183.
19 0bp ol “Cyber-specific”.
20 Schmitt, M. N., Tallinn Manual on the International Law Applicable to Cyber Warfare, Cambridge University
Press, 2013, 5;
2 Roscini, M., Cyber Operations and the Use of Force in International Law, Oxford University Press, 2014, 3-4,
25-26.
22 Dinstein, Y., Cyber War and International Law: Concluding Remarks at the 2012 Naval War College
International Law Conference, International Law Studies, 2013, 89, 280.
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2 The Prosecutor v. Dusko Tadic, ICTY, Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction,
Case IT-94-1, 2 October 1995, § 99.
2 Fisheries Case (United Kingdom v. Norway), IC], Judgment, 18 December 1951.
% Developments in the field of information and telecommunications in the context of international security,
Report of the Secretary-General, UNGA A/66/152, 15 July 2011, 6.
26 Developments in the field of information and telecommunications in the context of international security,
Report of the Secretary-General, Addendum, UNGA A/57/166/Add.1, 29 August 2002, 3.
27 Developments in the field of information and telecommunications in the context of international security,
Report of the Secretary-General, Addendum, UNGA A/64/129/Add.1, 9 September 2009, 7.
28 Developments in the field of information and telecommunications in the context of international security,
Report of the Secretary-General, Addendum, UNGA A/65/154, 20 July 2010, 9-10.
2 Roscini, M., Cyber Operations and the Use of Force in International Law, Oxford University Press, 2014, 21-
23.
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81 Thurer, D., Soft Law. Max Planck Encyclopedia of Public International Law, Oxford University Press, 2009, §5.
Roscini, M., Cyber Operations and the Use of Force in International Law, Oxford University Press, 2014, 45.
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32 95990m5Q, 39ebob3ol 1975 ferol ©slizgbomo sg@o0, ms30L0 3169300, HBOWO LssMmoos, Final Act,
Conference On Security and Co-Operation in Europe, 1975.
38 Thurer, D., Soft Law, Max Planck Encyclopedia of Public International Law, Oxford University Press, 2009, §§
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34 Thirlway, H., The Sources of International Law, Oxford University Press, 2014, 165.
* 0939.
3 Beyerlin, U, Stoutenburg, J. G., International Protection of Environment, Max Planck Encyclopedia of Public
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5 The Treaty of Amity, Economic Relations and Consular Rights between the United States and Iran
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38 Oil Platforms case (Iran v. USA), IC], Preliminary Objection, 12 December 1996, §52.
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